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Gateway: General functionality

The gateway is essentially a connection between the factory floor and various other
systems. Here is a typical architecture that the INSYS icom might be implemented in:
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Here you can see that on the one side, the gateway is connected to various aspects of
the factory floor, such as actuators, sensors, and other control mechanisms. On the
other side, the gateway connects to operators (like ERP or SCADA systems), services
and manufacturers.

The software architecture for INSYS gateways is based on Linux containers, and icom
Data Suite is one of them. The icom Data Suite turns your router into a protocol con-
verter, data logger or IoT gateway.

Despite the extensive functionality of the application, sooner or later you reach the
limits of what is feasible.

Especially when it comes to extensive pre-processing of data, a supplement is need-
ed, which we describe below: The Node-RED Linux container for INSYS hardware.

Node-RED provides a browser-based flow editor that makes it easy to wire together
flows using the wide range of nodes in the palette. Flows can be then deployed to the
runtime in a single-click and thus forms the perfect complement to the icom Data
Suite.

In our example, we will focus on the PRTG Node-RED Connector, which makes data
transfer from INSYS Gateways via Node-RED to PRTG a breeze.

Features & supported protocols

The main advantage of Node-RED is its widespread use and popularity. A look at
the Node-RED Library shows how extensive the range of functions is, which can be
individually extended with almost 3000 additional nodes according to individual re-
quirements.

Therefore, it is not surprising that Node-RED is often used as a protocol converter due
to the countless protocol implementations.
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https://256.insys-icom.com/icom-smartbox/containers
https://www.paessler.com/tools/prtg-node-red-connector
https://www.paessler.com/manuals/prtg/http_iot_push_data_advanced_sensor

PAESSLER GATEWAY INTEGRATION

THE MONITORING EXPERTS

Gateway: Configuration guide

We've already written about how Node-RED and the PRTG Connector can be used to
collect data from hundreds of different applications, systems and protocols, process
that data and then forward it into PRTG.

PRTG

IT PRTG (™)
MONITOR.

NODE-RED FOR PRTG CONNECTOR (CONTAINER) I

|
T ‘ prtg-connector ’\"

Node-RED

Q

)
)

VN VN VN

Siemens S7/S7+ BACnet cip Omron FINS Etc. ...

Now we've taken that capability and built an LXC containerised version of it that can
run directly on an INSYS MRX Smart Edge Gateway, which we use as an example for
this guide.

Of course, the same approaches also apply to the product range of the other INSYS
gateways. The container is freely available directly from the INSYS icom container
library.

So, how does it work?

Configuration procedure

ST E P O 1 Simply download the Node-RED PRTG Network Monitoring Edition container from the
INSYS icom library, and import it into your MRX device (or any other INSYS icom de-
vice that runs on icom OS), using the GUI:

- gz ? 8 ¢
ETTER—— Container for icom SmartBox
M Forward SMS to containers to MCIP-OID | 3
Nethiter Forward input events to containers to MCIP-OID |4
active Designator Name licence
Administration [ | [containert v ¥l £ i}
Users UPaess\er-AG_Node-Red_Alpine container2 v | | - M ARON |
Radius \ container3 v | [ M ARON |

Web interface
CLI
Hostnames

Create new container and add it to profile ;,'i

Certificates Save settings \
SCEP
Time/date
e Import container:
Containen Choose file | No file chosen
Licences
Profiles Import container ‘
Remote Management
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STEP 03

Once the container is imported, click the pencil icon, to configure the settings.
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Container
Name container2
Designator Paessler-AG_Node-Red_Alpine

Log console output
Add content of /dataletc as archive to profile [
User group for CLI without authentication Read/Write v

Bridge to IP net | net2 - loT LAN v

IPv4 address  |192.168.1.11 /124
IPv4 gateway |[192.168.1.1

IPv6 address M

IPv6 gateway ‘

Bridge to IP net | - v

Save settings

Here, you simply need to assign an IP address to the container and save the settings,
and finally “activate the profile” by clicking the flashing icon on the INSYS icom menu
at the top of the screen.

Now you should be able to point your browser to the default Node-RED port of 1880,
at the configured IP address, and login using the default credentials (ID: insys

PW:icom).

&« C @ A Notsecure | 192.168.1.11:1880

=<, Node-RED

Username:

insys

Dﬂ% Password

Node-RED

Login

*
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Node-RED should now open and be ready for you to start creating flows. We've
provided a couple of examples to get you started — a flow that retrieves data from the
icom Data Suite, which we talked about in the previous post, and passes it to PRTG,
via the Connector. The second sample flow retrieves SNMP metrics from the MRX
device, parses the output, and passes the result to PRTG, again using the connector.
WEe'll use the “System Load" sub-flow to walk through the configuration steps.

Before getting into the config details, let’s have a look at the System Load flow, and
what each component does:

1 mosperoen |5 | maonons [ ]
imestamp®) v Sramie Shows debug msg ‘ Shows debug msg
/ |
Used to manually SNMP node that |/ FO':'"‘“S \
trigger a data read reads an OID Valles ‘
min
\
function | smin  CH> join Z 15 prig-connector |
Parses OID into | \ 15min ) Combine values Forwards output to

three values into singe output PRTG

There are a few configuration changes needed to adapt the flow to your environment.
To start, we need to enable the flow - double click the INSYS icom MRX (via SNMP)
tab. Then click the Enable / Disable button at bottom left of the Flow Settings page,
then click “Done”:

=<, Node-RED

Q Edit flow: INSYS MRX (via SNMP)
~ subflows Delete NN o |
Subflow 1
® Name INSYS MRX (via SNMP)
Subflow 2
Description
Subflow 3 h1 h2 h3 B I « = = 6 - %
Subflow 4 | L
Subflow 5
~ common
inject
' debug | -
complete timestamp T CPU
catch

status

link in

You'll know the flow is enabled when the tab title is in bold text, and the flow compo-
nents have solid (not dashed) borders.

Next, the “System Load” SNMP node needs to be edited to match your own set-
tings. Double click the node and enter the IP address, Community String and verify the
SNMP version, used by your MRX device. (Don't change the OID as this is pre-config-
ured to retrieve the System Load values. Click Done.

a INSYS MRX (via SNMP) Edit snmp node

v subflows N Deiete Cancel m
Subflow 1 ] @ Properties s 2=
timestamp U Sytem Load
Subflow 2 @ Host 192.168.1.1
Subfiow 3
& Community
Subflow 4
funel W Version vae v Timeout 5 S

Subflow 5
1.3.6.1.4.1.34081.1.20.10.600.10.4.0

g comon = = —— = | ®oDs
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Next, we need to configure the PRTG connector. Double click the Connector icon, in
the flow:

& B=

‘ Edit prtg-connector node
=
‘ 43 Properties ‘

Name prtg-connector ‘

PRTG

Connection Add new prtg-config...

©Timeout  [10000

& ID Token Identification Token ]

B Sensor

Message

w & Sensor Message Text

Channel Definitions for PRTG

=  wChannel Name 5min

wUnit #

Value Path pavload.ava15min

O Enabled

Then, click the pencil icon, next to “PRTG Connection”.

% Properties ‘

Edit prig-connector node > Add new prtg-config config node

E)E)

Q@ Server

10.35.144.2 Port ‘ 5051 ‘

Follow redirects

Elwable secure (SSL/TLS) connection

Ignore endpoints with unsafe certificates
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Add the IP address of your PRTG Server, and make sure the port is set to 5051 (the
default port for the loT HTTP IoT Push Data Advanced Sensor, we'll be using to

collect the data in PRTG). Also make sure “Enable Secure (SSL/TLS) Connection”
is enabled.

It's important to check this because if you copy & paste, or duplicate flows con-
taining the PRTG Connector, Node-RED will disable this option for security reasons,
leading to errors. When you're done, click “Add".

The Connector Properties page should now reflect your changes:

INSYS MRX (via SNMP) Edit prtg-connector node
Delete Cancel m
#* Properties & B E
msg.payload |
Name prtg-connector
join msg.payload | | PRTG
a Connection 10.35.144.2:5051 MIEd
prig-connector N {,
O Timeout 10000

& ID Token MRX-System-Load

[2 Sensor

Message
msg.payload
A o
prig-connector N {,

Channel Definitions for PRTG

Value Path payload.avg1min

~Channel Name 1min x

msg.payload

You also need to specify an ID Token, and for this there are two choices. You can ei-
ther let PRTG create a random GUID, when you create the loT HTTP loT Push Data Ad-
vanced Sensor, which you need to copy and paste into the ID Token field in the PRTG
Connector details. Or you can specify a unique identifier of your own, which we'll need
to paste into the sensor config in PRTG. Click Done, once the settings are configured.

Remember, in Node-RED, you must click the “Deploy” button to activate any changes
you make.
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PRTG Configuration Guide

Moving to PRTG - I'll assume you've already added the INSYS icom device - add a new
HTTP loT Push Data Advanced sensor to the device. Give the new sensor a meaning-
full name, and add the Identification Token:

Basic Sensor Settings

Sensor Name |SystemLoad |

Parent Tags pingsensor

Tags PushSensor x PushData X HttpPushSensor x loT X Sigfox X @

Priority L. & S%S%d

SSL/TLS Settings

SSL/TLS Version

SSL/TLS Port

HTTP Push Authentication

Identification Token MRX-System-Load

After a short delay, the sensor channels will be created and data will be displayed.

# | Devices LocalProbe ¥ OT/ICS ¥ MRX3 ~ Systemload ¥
O Overview (@) Live Data 2 days 30 days 365 days & Historic Data B Log & Settings
1min 15min Smin
- /
0.06 # 002#
0# 134

0#

Channel + D Last Minimum Maximum

Value

15min 4 0.06 # 0.05 # 0.19 # L

1min 2 0# o# 134 # L

Smin 3 0.02# 0.02 # 0.44 # L

Downtime -4 £

Combining the power of PRTG with the flexibility of Node-RED and the versatile,
modular hardware of the MRX smart edge gateway provides a simple, efficient
and low cost solution for sharing monitoring data between OT and IT environ-
ments.

NOTE: All rights for trademarks and names are property of their respective owners.
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