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Gateway: General functionality

The gateway is essentially a connection between the factory floor and various other
systems. Here is a typical architecture that ADVANTECH Gateways might be imple-
mented in:

All Advantech V3 routers, including the Smart-Fex, Smart-Start and 1C3231 product
lines, are based on an implementation of Node-RED.
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Note: If you are thinking about get-
ting a new Node-RED based gate-
way, we recommend the current
gateway series from ADVANTECH,
as mentioned at the beginning. In
this case, integration into PRTG is
also greatly simplified, thanks to
the Node-RED Connector for PRTG.
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Node-RED provides a browser-based flow editor that makes it easy to wire together
flows using the wide range of nodes in the palette. Flows can then be deployed to the
runtime in a single-click.

This makes it especially suitable for the development of data acquisition and pre-pro-
cessing logic. The ready-made components for various communication protocols
and general data processing functions make Node-RED even more user-friendly. The
routers can thus, in addition to their standard routing functions, also be used as com-
plete IoT an lloT gateways.

Perhaps less well known is that Advantech developed the first Node-RED fieldbus
gateways several years ago and still produces them.

This includes the EKI-1242NR, which is the subject of this article. Admittedly, it is a
bit outdated and the Node-RED version as delivered is V0.17.5. Because of this, many
core functions of the current versions of Node-RED are missing; however, this does
not mean that it no longer serves its purpose.

If you currently have a gateway of this type in use, here is how the integration with
PRTG works.
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Gateway: Configuration guide

In the case of the EKI-1242NR, the integration is done via the MQTT protocol.
PREREQUISITE: You have already completed the basic configuration of your gateway.

Begin by calling Node-RED in your web browser using the IP address of your gateway
followed by the typical Node-RED port number, 1880, e.g.:
http://<Your-Gateway-1P>:1880

With the following instructions, you will be able to monitor the memory of your gate-
way and pass it on to PRTG via the MQTT protocol. The only requirement is that you
use your own MQTT broker.

To help demonstrate a Node-RED flow, we created an example that you can repro-
duce directly without further devices connected to the gateway.

The complete flow looks like this:

Total Memory

D]
free -m | grep AMem|tr-s ' cut-d* -2 K  msgpayioad |||

o~ [
jin  <—0 page |~  SetHeaders ~ EKI-1242NR-Memory

timestamp v I
1 Free Memory j (]
p — Parse
free -m | grep AMem [tr-s "' cut-d " {4 \

The “inject” node (aka timestamp) on the left side is set to a transmission interval of
T minute:

Edit inject node

Delete Cancel H

v node properties

% Payload ~ timestamp ‘
[O[ timestamp v ;¥< =Topie
C Repeat interval j
every 1 ~ | minutes j
Inject once at start?
9 Name

Note: "interval between times" and "at a specific time" will use cror
See info box for details.

The two “exec” nodes execute standard Linux commands at the operating system
level. The upper node monitors the total memory, while the second node monitors
the free memory.

Edit exec node

- Delete Cancel m

fnae-mlgrep"MemItr-s"|cut-d"-f2‘ :
[/

Total Memory

v node properties

Free Memory
[ Command free -m | grep AMem [tr-s ' '|cut-d ' ' -f2

free-mlgrepAMemltr-s"|cut-d"-f4’ :
o

<+ Append msg.payload

@ Output when the command is complete - exec mode j

3//10



PAESSLER

THE MONITORING EXPERTS

STEP 03

STEP 04

STEP 05

GATEWAY INTEGRATION

If you debug both nodes, you get the feedback of both values in the debug window. To
do this, click on the “inject” node and switch to the debug window.

Flow 1 * info debug
Total Memory 21472020, 10521 P noce: 270de18295506
: S -
Il free -m | grep AMem | tr-s * ' | cut -d ' * -f 2 'r\ < string(7]
Parse 145488
] timestamp v b _\
Free Memory . j C o .
f P Parse s
> ﬁes*ﬂlwﬂMunlw-s"lcm«:-'-u’ E L ~string(7]
| L

o 251208

» { MenFree: 145488, MenTotal: 251208 }

The returned value from the operating system must now be cleaned up because it still
contains special characters. Furthermore, we convert the string into an integer. This is
necessary so that we can monitor the data with PRTG.

Finally, mark the values with individual topics. This is done to combine the individual
values as one data package in the next step. Here we use the “function” node:

Edit function node
Parse ()
Delete Cancel m
v node properties
O Parse ()

¥ Name Parse ‘ 8~

# Function

1 msg.payload = msg.payload.replace(/\n/g,"");
2 msg.payload = Number(msg.payload);

3 msg.topic = "MemTotal";

4 return msg;

Using the “join” node, combine the two individual data streams into one data pack-
age with the help of the predefined topics.

Edit join node

{5 jOi n Q:F Delete Cancel m

v node properties

Mode manual El

Combine each + msg. payload
to create a key/value Object j

using the value of '+ msg. topic as the key

Send the message:
« After a number of message parts 2
and every subsequent message.

* After a timeout following the first message

* After a message with the msg.complete property set

% Name

4//10



PAESSLER

THE MONITORING EXPERTS

STEP 06

STEP 07

GATEWAY INTEGRATION

In PRTG, the “MQOTT Subscribe Custom Sensor” is used for this purpose. The only
requirements are that the data are numeric values and that the data are JSON
compliant.

To achieve this, use the “template” node and define the respective variables from
our flow.

Edit template node
-(é page ;y
Delete Cancel m

v node properties

¥ Name page &~

(£ Set property v msg. payload

</> Format Mustache template j
Template Syntax Highlight: ' mustache j
1
2 "Sensorl": {
3 "MemTotal": {{payload.MemTotal}},
4 "Unit": "bytes"
5 },
6 "Sensor2": {
7/ "MemFree": {{payload.MemFree}},
8 "Unit": "bytes"
9 }
10 }

The required JSON conformity is achieved through the “change” node. Here you
essentially define the “headers”.

Edit change node

E Set Headers ; ) - conce [

v node properties

% Name Set Headers|
i= Rules
Set j ~ msg. headers
x
to|~{} 8
Set j ~ msg. headers.content-type

to « 2 application/json

5//10
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The actual transfer of data to PRTG takes place via the “mqtt out” node. Simply for-
mulated, PRTG accesses the data of the MQTT broker via MQTT subscribe. Within the
“mqtt out” node, you also define the specific credentials. Also set an individual topic,
which you will use in PRTG.

\ Edit mqtt out node
EKI-1242NR-Memory J

@ connected

v node properties

Q Server ¢ 3 j s

= Topic EKI-1242NR-Memory
® QoS -i D Retain |
¥ Name

Tip: Leave topic, qos or retain blank if you want to set them via msg
properties.

The configuration of the flow in Node-RED is complete. Now is the time to put the
flow into operation. To do this, click on “Deploy” in the upper right-hand area of the
window.

+ info debug

Y all nodes m

» { MemFree: 144264, MemTotal: 251208 }

12/14/2020, 2:12:31 PM node: 270de16b.29550e

msg.payload : string[7]

» "144204."

d Al A IAAAA A A G R . AT _darr _An_ A

I The only thing missing is the appropriate sensor in PRTG. As already mentioned,
we want to use the “MQTT Subscribe Custom Sensor” for this.
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PRTG Configuration Guide

STEP 01 In PRTG, you first create a new device. In our example, we call it EKI-1242NR. Also
enter the IPv4 of your MQTT broker.

Add Device to Group Edge

Add a New Device

Define a device name and address, options for auto-discovery, and credential settings for Windows, Linux, VMware/XEN, and SNMP,
if necessary.

PRTG Manual: Add a Device

Device Name and Address

Device Name
EKI1242NR|
IP Version

(@) Connect using IPv4

O Connect using IPv6

IPv4 Address/DNS Name

This field is required

ST E |:) 02 Now scroll down and enter the details of your MQTT broker

Credentials for MQTT
Q) inherit from

User Credentials

(@ None

(O Username/Password

Port

ST E |:) 03 Once the device has been successfully created, configure the MQTT sensor. To do
this, click on "Add Sensor”.

B = EKI-1242NR B

Add Sensor | Run Auto-Discovery

7//10
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Use the search field and select the “MQTT Subscribe Custom BETA" sensor.

Add Sensor to Device Advantech [99.80.80.150]

Monitor What?

(O Availability/Uptime () CcPU Usage (O Hardware Parameters

(O Bandwidth/Traffic (O Disk Usage (O Network Infrastructure

(O Speed/Performance () Memory

< Cancel sensor creation

Usage (O Custom Sensors

Search Q mqtt

Most Used Sensor Types

MQTT Statistics BETA ? MQTT Subscribe Custom BETA 2
Collects statistics about incoming Subscribes to an MQTT topic and
messages on a predefined topic monitors five numerical values queried

from the received JSON data

Now configure this sensor as follows:

Basic Sensor Settings
Sensor Name

Parent Tags

Tags

Priority

MQTT Specific

Topic
Channel #1 JSONPath

Channel #2

Channel #2 JSONPath

Channel #3

Channel #4

Channel #5

Sensor Display Primary Channel

Graph Type

MQTT Subscribe Custom BETA

mgtt X mgttsubscribecustom x @

* kYT

EKI-1242NR-Memory
$.Sensor1.MemTotal

(O Disable (default)
(®Enable

$.Sensor2.MemFree

(@ Disable (default)

(QEnable

(®) Disable(default)

(QEnable

(@) Disable (default)

(QEnable

MemFree (bytes)

(® Show channels independently (default)

(O Stack channels on top of each other

8//10
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After you have saved the sensor, you have to wait a little while for the first data to be
read by PRTG.

The result looks like this:

rrrrrrr

» LastValve Minimom Maximum

Only the individual steps that were used for the data transfer to PRTG are neces-
sary for you. In general, you can use any data protocol that Node-RED supports
as a data source.

NOTE: All rights for trademarks and names are property of their respective owners.
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